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Streamlining CMMC 2.0 & FRCS Compliance:
Software Solutions for Small DoD Contractors

Facility Solutions. Inc.
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Fortlfylng the Future: Mastering Cyber
Resilience for Critical Operations

Panelists:
« Josh Hammer — VP Business Development, H&V Facility Solutions Inc.

Moderator:
Doug DeFazio
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Panelist

Josh Hammer
H&V Facility Solutions
VP Business Development

Facility Solutions. Inc.

Sports Teams: USF, Bucs, Jags, Tampa bay Lightning

Vacation Spots: North Carolina, Bahamas

Did You Know: I've marched in the Macy's Thanksgiving Day Band
Hobbies: Music Education, Weightlifting, Coffee

Coolest Project(s): New JEA Headquarters, Guam new BEQ Building Automation
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CMMC and other compliance certifications are costly, time consuming, and difficult to understand. Rather
than do it manually, we should begin to use software tools to automate and speed up the compliance
process saving both time and money.

Learning Objectives

» Learn the 6 Steps to CMMC 2.0 Certification and understand the basic
roadmap

« Understand the savings in utilizing software solutions vs. manual solutions

 Learn how to evaluate what the right practical approach is for your CMMC
needs.
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Agenda

Overview of CMMC Compliance

A Roadmap to Compliance

Case Study — Manual vs. Automated

Q&A / Discussion
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How many hours have you spent getting
your CMMC Certification?

a) O
b) 1-40+

c) | can't remember because it's so many!
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How many hours have you spent getting
your CMMC Certification?

Free resources by project Spectrum help small business achieve
CMMC 2.0

— Often reported to take between 1000 & 1700 manhours to achieve this
using internal manpower!

* Software Tools are like the difference between a manually drawing
something vs. using AutoCAD

Even free resources are expensive to
implement!
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Strategize CMMC Compliance has 5 Main Steps +
Identify your company Assessment& Monltorlng

needs (size. employee

L GspAmlyis ] Strategize

START e « Company size, CUI requirements, User Count, etc.
Py 2. Assessment & Gap Analysis
lan of Acti . .
PMOACtm * 170 CMMC Controls including networks,
I e : employee handbooks, & physical security

3. Plan of Action

 Build a list of action items to meet compliance
requirements

4. Remediation
» Execute on the Plan of Action

5. 3 Party Assessment
» Hire a C3PAO Assessor

e 6. Continuous Monitoring and Updating

Remediation

Execute on the Plan of
Action

3-6 Months

3 Party
Assessment
Hire a C3PAO
Assessor to Complete

your Requirements
I Month

Monitorin - }
Keep r°"'*e"'fg ° ReCel’t_IfICatIOﬂS done every 3 years for

Required Audits up to

date automatically. C O m p | I a n C e
FINISH




B
=}

—
—
—
—
—
—
=
=
=
—

T|mel|ne usmg Trad|t|onal VS. Softvvare
Augmented Solutions
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Strategy & Program Assessment & Gap Remediation & 3 Party Monitoring &
Management Analysis Documentation Assessment Reporting

Manual 1 month 1.5 months 13 months 3 months
Automated 2 weeks 2 weeks 6 months 1 month
50% Savings 66% Savings 54% Faster 25% Faster 50% Savings

Continuous
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Strategy & Program I\/Ianagement

Initial Readiness Questionnaire

1. Organization Profile &
Environment

2. Access Control/Audit — Internal
IT or External MSP (technical)

3. Personal Security / Awareness &
Training

Physical Protection

5. Risk-Security
Assessment/Incident Response

6. System & Information
Integrity/Maintenance

Initial NIST 800-171/CMMC Readiness Questionnaire

The questions compiled below are geared toward providing H&V Facility Solutions with an
initial system evaluation for protecting Controlled Unclassified Information (CUI) and a basic
system scope for CUI preparedness. For the purpose of this assessment, CUI includes both COI
and CT1, as well as any contract related information. This questionnaire will assist in developing
an overall assessment strategy.

Internal HR, FSO, and I IT/Cyber POCs will be required to answer
these gquestions. Meetings(s) can also be scheduled with POCs to go over these questions and
assist/offer guidance.

1. Organization Profile and

Typically,Internal Stakeholders and internal/external IT/Cyber POCs can answer these
canalso be with POCs to go over these questions and

assist/offer guidance.

111 How many locations (satellite offices, gct.) does the organization have?

2

1.1.2. How many I does the ization currently

Page 1of 12

23-35

1.13. Doers the organization employee any remote workers?

No

1.1.4. Does the organization currently access, handle, or process CUI? Or have plans,
future contracts that would require them to access, handle, or process CUI?

800-171Req

1.1.5. Does the organization employ any internal IT staff? If yes, please explain.

Internal

Page20f 12
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sPRs Score: |IEEEENN/ 110

stem Security Plan (SSP) / System Name:
| CAGF Codels) Supported by SSP:

Organization Name:

SSP Version / Revisi 1.0 SSP Date: | 08/01/2023 [
Assessment Scope: Enterprise Scope] |Ent te organization network under
Date: 10/03/2022
Plan of Action Ci ion Date: 10/03/2023

Contr{Famil [Description [Tape [Weighl Partid Ezamine  |Interwiew | Test Status | POAEM Notes Score]  Assessor Guidance FAR |CMMC Leve}MMC 1.0
3 A Limi Buic 5 * b.Li L AC.100
Contrsl 1

rarteme).
312 Accar Baic B 0 b.Lii L AC 100
Conreal  thatauthorize dwors sre permittod @ esedute. 2
T3 P Oantealvhe flow of CUlim asesrdonsce uith opprmved Tt 1 3 E] 1z AC.Z.01
Contrsl  swtharizetions 5
31L& A S - Derved 4 E] [F] AC3.01|
Convral  malevelont activity uithaut callwion. 7
315 Acconr Derived 3 0 E L2 AC20
Contral  rocarity functisns and priviloqed sccauntr. o7
[318 A w Darivad 1 E] L2 AC20
GCanteal  Functians. 08
307 Acconr Darived 1 o -1 L2 AC.3.01
Cantral g
loar.
TAE  Accer  Limitunsucsersiollaqen sttompts. Borived T E] L2 AC20
Canteat 03
318 Accer P Derived 1 0 - L2 AC.20
Convral  OUlruler. s
T e Tt ¥ ] 2 ACZOI|
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Assessment & Gap Analysis — Semiautomated

Project: MyCMMCv2

Control

AC.L1-3.11

AC.L1-3.1.2

AC.L2-31.3

AC.L2-3.1.4

AC.L2-3.1.5

AC.L2-3.1.6

AC.L2-3.1.7

AC.L2-3.1.8

AC.L2-3.1.9

AC.L2-3.1.10

AC.L2-3.1.11

7

m

e o @

® e o

=2

A

B =5

Category Tl

D Tl

& CMMCv2 - Access Control

L) Access Control
L Access Control
Q Access Control
Q Access Control

Q Access Control

AC.L1-3.11

AC.L1-3.1.2

AC.L2-3.1.3

AC.L2-31.4

AC.L2-3.1.5

Responsibility )

Filter

Name 7| |

Authorized Access Control

Transaction & Function Control

Control CUI Flow

Separation of Duties

Least Privilege
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Remediation

POAM Date Plan of Action and Milestones (POA&M)
POA P De s P d
1 3.1.1 Generic Accounts Exist Notimplemented On-Premise fctive Directory and Group
Authenication, Security Groups, Policies, and FBAC.
312 Limit System Access to Least Privilege Hotimplemented Document user roles and Groups and Pelicies associated to those | On-Premi and Group Policy should by o
2 roles Authentication, Security Gioups, Policies, and FBAC.
3.1.3 Control Flow of CUI Data with approval Notlmplemented | identify Data and configure user access to only allow access te data |Fie Sewve e rt AT i
3 controls according to their role(s) BaeT o A% Tl “mm:m
3.14 Separate the duties of indivi to user roles and users associated to those roles. Verify ail [Al hated onaloaal fl server, this should b d
reduce the risk of malevolent activity access is granted on 2 need to know basis. iy O d lon of dutl ol
4 without collusion
3.15 Employ the principle of least privilege, Partially mplemented | Configure user roles according to user tasks and functions. No users E‘ P nis ve Cire ’1§F 40
5 including for specific security functions should have administrative 2 T o B
and privileged accounts
316 Use non-privileged accounts or roles ify only users
. when accessing no security functions. and only use administrative
.
-
| , , Compliance Framework Forecast: CMMCv2
3.1.7 Prevent non-privileged users from Patiallylmplemented | Verify users and administ
7 executing privileged functions and accore
capture the execution of such functions in ne: 7
uditogs None:: 8 NN N I N - B P A NA
318 Limit unsuccessful logon attempts Notimplemented [ This is ODP (Org defined pern “
s st} Implemented : 7
518 Frovide privacy and security notices Wotbplemeried | Configure login banner with Partially |mp|emented 0
9 consistent with applicable CUI rules. specific banners for Govd
standard banner but for Ser .
3.1.10 Use session lock with pattern-hiding NotImplemented Verify s¢ Planned . 0
10 displays to prevent access and viewing of . =
data after 2 nesiod of inatiui Alternative Implementation : 0
3111 Terminate (automatically) a user session Rot Implemented Verify or configure a time.
i1 after a defined condition. Not Appllcable -0
3112 r and control remote access Hot Implemented Vi
ns Remote
Are connect
"
n 1

ol D a nA
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3" Party Assessor — C3PAO

5 ]
BECOMING A CMMC ASSESSOR [
H 9 1. Apply for Tier 3 background 3. Once you've successfully completed 2
Are you qualified to become an assessor? 1" il CCP tram, pased the CCP eam 2 CCA- Leei 2, CU
i and earned a favorable Tier 3 You are now
i 2 Once your Tiar 3 application and determination you'l be consdered a DoD CMMC
resume have been submitted, there “certified”. As a CCP you can then Certified
will be no updates or visibdity on
where your apphcation is in process. Assessor
Instead check out bacoming a This can be a lengthy process and 1 practices
N O ® Registered Practitioner (RP) to buid can take months for WHS to
your CMMC Knowledge! complete the investigation. Once
the investigation is complete, you
will ba notified of your
determination status
Train for CMMC
Certified Assessor
[ (CCA)
In reviewing the CMMC Certified Mat all DoD
Y E S ® Professional (CCP) Blueprint you - Requirements
meet the recommended pre-requisites {:}
10 stant your assessor journey. Tohe wd
ake and Fass *
Lo Are you qualfied to be a
Ly e Lead CCA?
{} 1. Hold an active certified
CCa
2. Have five (5) years of
cybersecunty experence
3. Have five (5) years of
1. Must have successfully completed CCP DoD CMMC Certified Assessor . ::m"mmxf;l;-o:f::: e
Trasning and passed CCP examination Requirements: ye udi
Train for i W CCP Carti or asessment experience
’ lold an active erthcation
G e 2. Complete CCA Agphcation Process 5. Hold at least one actve
Professional (CCP) CCA Regist Cyber-AB N baseline certification from
{:} g rsining time bErain e 1Cyten, 2. Hold an active Tier 3 81403, Job ID 612 at the
cyberab.org)
dapy Advanced Level
3. Hold a CCA Certification which also
o (1 3. Find an Approved Training Provider (ATP) requires
from The Cyber AB Marketplace to train A Three (3) years of cybersecurity
. | for CMMC Certified Assessor (CCA) experience
irects 1) year of audi s -
1. Start by finding an Approved 2. Successhlly complate CCP 3. Highly recommend you take the OybarAB 2 Dienchory B.Cne () yawt:of it or sesesarma
Training Provider (ATP) from The training with a selected ATP. If you DoD CUI Awareness Training 4. Successhily complete the CCA Spaace

Cyber AB Marketplace to tran
for CMMC Cartified Professional
(CCP) CyberAB > Directory

DoD CUI Program > Training >
DoD Training before starting your
CCP training

plan to take the CCP exam, you
must obtain your CMMC
Professional Number (CPN) by
completing the CCP application
process. CCP Candidate
Application - CyberAB The ATP

| submiit your successful training
tion using your CPN

traning with selected ATP. The ATP wil
submit your successful training
completion using your CPN

4. Hold at least one active baselne
certificaton from 8140.3, Job ID 612
at either the Intermediate or
Advanced Lavel
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Continuous Monitoring & Reporting

14 items selected Vv

Operate
Control Implementation Status 2 Gaps ” Recurring Control Tasks 2
Dashboard
DORA - DORA - DORA - One Time 2 3
Projects
Profiles N ¢ of POAMs [N # high risk [N # overdue Completed: 0% (0) BN Completed NEEEEE Not Completed
Not Completed: 100%
Workstreams ®
Forms
X
Demonstrate -
Admin - - = o 8 o
. wpe \mp\"“an ‘,\,,nn‘* p\eﬂ‘ ?\‘53\3\ 1 o POAMS. ¥ high risk ¥ overdus
i pa(\- o
Gaps - All Projects " Projects Totals - Policies Requiring Approval “
I « of POAMs [ # high risk [ ¥ overdue S . Name Owner
Last login: u‘mn:s 803 PM é 8 é \90' e o P‘“ P:“[,\s '\ﬁs\ﬂ OOQZ -."‘"N o 0@\\’\5“0 ?\\'A“(’
chor-ching.fan @ # of POAMS # high risi ¥ ovordun o of L 5
oo
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Manual Assessment — 20 users Semi-Automated Assessment

 Audit required interviews and « Automated Scanning and system
manual inputting of system, Mapping augments personnel and
personnel, and CCl Generation. physical security mapping.

 Audit to POAM: 3-4 months  Audit to POAM: T month

« Remediation & upgrades: 8-13 |+ Remediation & Upgrades: 6 months
months + C3PAO Certification: T month

* C3PAO Certification: 3months |, Total 8 Months

» Total 1.5 years » Audit + Continuous Compliance ~

» Audit Cost: ~ S60K S30K

REMEDIATION COST VARY WIDELY FROM $10K’S TO $100K
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Q&A / Discussion
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Contact Us

Mr. Josh Hammer Mr. Ryan Vickery
jhammer@hvfsusa.com rvickery@hvfsusa.com
352-467-9699 904-234-4123




