
Streamlining CMMC 2.0 & FRCS Compliance: 
Software Solutions for Small DoD Contractors

H&V Complynt



Fortifying the Future: Mastering Cyber 
Resilience for Critical Operations

Panelists:
• Josh Hammer – VP Business Development, H&V Facility Solutions Inc.

Moderator: 
Doug DeFazio



Panelist

• Sports Teams: USF, Bucs, Jags, Tampa bay Lightning

• Vacation Spots: North Carolina, Bahamas

• Did You Know: I’ve marched in the Macy’s Thanksgiving Day Band

• Hobbies: Music Education, Weightlifting, Coffee

• Coolest Project(s): New JEA Headquarters, Guam new BEQ Building Automation

Josh Hammer
H&V Facility Solutions
VP Business Development



Learning Objectives
• Learn the 6 Steps to CMMC 2.0 Certification and understand the basic 

roadmap

• Understand the savings in utilizing software solutions vs. manual solutions

• Learn how to evaluate what the right practical approach is for your CMMC 
needs.

CMMC and other compliance certifications are costly, time consuming, and difficult to understand. Rather 
than do it manually, we should begin to use software tools to automate and speed up the compliance 
process saving both time and money. 



Agenda
• Overview of CMMC Compliance

• A Roadmap to Compliance

• Case Study – Manual vs. Automated

• Q&A / Discussion



How many hours have you spent getting 
your CMMC Certification?

a) 0

b) 1-40+

c) I can’t remember because it’s so many!



How many hours have you spent getting 
your CMMC Certification?
• Free resources by project Spectrum help small business achieve 

CMMC 2.0

– Often reported to take between 1000 & 1700 manhours to achieve this 
using internal manpower! 

• Software Tools are like the difference between a manually drawing 
something vs. using AutoCAD

Even free resources are expensive to 
implement!



A Simple Roadmap to 
Compliance

A Simple Roadmap to 
Compliance



CMMC Compliance has 5 Main Steps + 
Monitoring
1. Strategize 

• Company size, CUI requirements, User Count, etc.
2. Assessment & Gap Analysis

• 110 CMMC Controls including networks, 
employee handbooks, & physical security

3. Plan of Action
• Build a list of action items to meet compliance 

requirements
4. Remediation

• Execute on the Plan of Action
5. 3rd Party Assessment

• Hire a C3PAO Assessor
6. Continuous Monitoring and Updating

• Recertifications done every 3 years for 
compliance



Timeline using Traditional vs. Software 
Augmented Solutions



Strategy & Program Management
Initial Readiness Questionnaire

1. Organization Profile & 
Environment

2. Access Control/Audit – Internal 
IT or External MSP (technical)

3. Personal Security / Awareness & 
Training

4. Physical Protection

5. Risk-Security 
Assessment/Incident Response

6. System & Information 
Integrity/Maintenance



Assessment & Gap Analysis - Manual



Assessment & Gap Analysis – Semiautomated



Remediation



3rd Party Assessor – C3PAO



Continuous Monitoring & Reporting



Case StudyCase Study



Manual Assessment – 20 users

• Audit required interviews and 
manual inputting of system, 
personnel, and CCI Generation.

• Audit to POAM: 3-4 months
• Remediation & upgrades: 8-13 

months
• C3PAO Certification: 3 months
• Total 1.5 years
• Audit Cost: ~ $60K

Semi-Automated Assessment
• Automated Scanning and system 

Mapping augments personnel and 
physical security mapping.

• Audit to POAM: 1 month
• Remediation & Upgrades: 6 months
• C3PAO Certification: 1 month
• Total 8 Months
• Audit + Continuous Compliance ~ 

$30K

R E M E D I A T I O N  C O S T  V A R Y  W I D E L Y  F R O M  $ 1 0 K ’ S  T O  $ 1 0 0 K



Q&A / Discussion



Contact Us

Mr. Josh Hammer

jhammer@hvfsusa.com

352-467-9699

Mr. Ryan Vickery

rvickery@hvfsusa.com

904-234-4123


